~ UBND TINH LANG SON CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phiic

SO: 2867 ISTTTT-TTCNS Lang Son, ngay 23 thang 11 nam 2023
Vv canh béo 16 héng bao mat anh hudng cao
va nghiém trong trong cac san pham
Microsoft cong bd thang 11/2023.

Kinh gtri:

- Véan phong UBND tinh;

- Van phong Doan PBQH va HDND tinh;

- Céc S¢, ban, nganh;

- Cong an tinh (Phong PAO3, PAOS);

- UBND céc huyén, thanh phé;

- Céc co quan dang, doan thé;

- Céc t0 chirc chinh trj - xa héi.

- C4c Doanh nghiép Vién thong, Ngan hang
va c4c to chic tai chinh trén dia ban tinh.

S¢ Théng tin va Truyén théng nhan dugc Cong van sé 2074/CATTT-
NCSC ngay 22/11/2023 cua Cyc An toan thong tin ve vige 10 hong bao mat anh
huéng cao va nghiém trong trong cac san pham Microsoft cong bo thang
11/2023, theo do: Ngay 14/11/2023, Microsoft da phat hanh danh sach ban va
thang 11 v&i 63 16 hong an toan thong tin trong cac san pham cua minh. Ban
phat hanh thang nay dac biét dang chu y vao céc 16 hong an toan thong tin co
murc anh hudng cao va nghiém trong sau:

- L) hong an toan thong tin CVE-2023-36397 trong Windows Pragmatic
General Multicast cho phép doi tugng tan cong khong can xéc thuc co6 thé thuc
thi ma tur xa.

- L3 hong an toan thong tin CVE-2023-36400 trong Windows HMAC
Key Derivation cho phép doi tugng tan cong thuc hién leo thang diac quyén.

- L6 hong an toan thong tin CVE-2023-36025 cho phép (jéi tuong tan
cong vuot qua tinh nang bao mat SmartScreen cua Windows. L6 hong hién dang
bi khai thac trong thuc té.

- Ld hong an toan thong tin CVE-2023-36038 trong ASP.NET Core cho
phep doi tuong tan cong thyc hién tan cong tu choi dich vu (DoS). Thong tin chi
tiét vé 10 hong da duoc cong bo trong thyec te.

- L6 hong an toan thong tin CVE-2023-36439 trong Microsoft Exchange
Server cho phép doi tugng tan cong thuc thi ma tir xa.

- L& hong an toan thong tin CVE-2023-36033 trong Windows Desktop
Manager cho phép doi tuong tan cong thuc hién leo thang dac quyén. L6 hong
hién dang bi khai thac trong thuc té.



- L) hong an toan thong tin CVE-2023-36036 trong Windows Cloud Files
Mini Filter Driver cho phep doi tuong tan cong thyc hién leo thang déc quyén.
L6 hong hién dang bi khai thac trong thuc té.

—,LS héng an toan thong tin CVE-2023-36041 trong Microsoft Excel cho
phép do1 tuong tan cong thuc thi ma tu xa.

- L5 hong an toan thong tin CVE-2023-36413 cho phép ddi tuong ‘tér~1
cong vuot qua tinh nang bao mat cua Microsoft Office. Thong tin chi tiét vé 10
hong da duogc cong bo trong thuc te.

- L6 hong an toan thong tin CVE-2023-38177 trong Microsoft SharePoint
Server cho phép doi tuong tan cong thuc thi ma tir xa.

Nhim dam bao an toan thong tin cho hé théng thong tin cua Cic co quan,
don vi va gdp phan bao ddm an toan cho khong gian mang Viét Nam, S& Thong
tin va Truyén thong d¢ nghi cac co quan, don vi thyc hién:

1. Kiém tra, ra soat, xac dinh may st dung h¢é diéu hanh Windows c6 kha
nang bi anh hudng; thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong (hwdng dan chi tiét tham khdo tai phy luc dinh kem).

2. Tang cudng gidm sat va san sang phuong an xir Iy khi phat hién c6 dau
hiéu bi khai thic, tin cong mang, dong thoi thudng xuyén theo ddi kénh canh
béo clia cic co quan chirc ning va cac to chiic 10n vé an toan thong tin dé phat
hién kip thoi cic nguy co tin cong mang.

Trong qua trinh thuc hién néu co kho khan, vudng miac dé nghi lién hé

Trung tdm Coéng nghé sé thudc S¢ Thong tin va Truyén thong, sé dién thoai
02053.818.657 d¢ dugc hd tro./.

Noi nhgn: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- Lanh dao So;

- Phong CBS;
- Luu: VT, TTCNS.

Klguyén Trong Hlng
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